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1941, pursuant to a request of the Beeretary of State, 
krtmental committee made a survey ef the cryptographic 



t»prove»eat f jr jggfi rOm *f soaplt y 

. ' i ^T- ~ 



iSSIi by the present oonaittee which «aa appointed by the Chief 
Of the Signal Security Agency in accordance with a directive 
Sf the Chief Signal Offt$>*p. .. rr -™”‘ : •' 

.. ,.T «— I"" , , .. . V U 

f ♦ The present report is a summary of the detailed re* 
POrt. of the findings and recommendations of the Oonaittee. 
the &etoil$4 la attached hereto as Xneloeure B. 

fPMKAHY OP FIIIPIMOS. 

4. Although the reeaansndatians of the 1941 Committee 
referred to In paragraph 1 above have bean instituted to a 
.considerable degree, ear tain important measure* recommended 
by that Oonaittee have not been carried out to the degree 
necessary to accomplish the desired results, and ear tain other 

S Aaures have not been instituted at all or to only a partial 
gree. 

5a. The eryptographie systems employed by the Depart* 
gent of State for eamaunicatlons classified as WORST are 
technically sound and could yield the requisite degree of 
ASdurlty if properly used. Sovever, certain ef the methods 
And procedures vhich are associated therewith and which neees* 
•Arily have an important influence upon the security of the 
ffstems themselves are defeotlve in some details, 

J8l* As regards the systems employed for communica- 
tions classified as COHFZXHOrXAL, the Oonaittee finds that 
these are defeotlve to a degree sufficient to raise doubts as 
to their present aeourity. 

X-REFERENCE FILED IN: 
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4, fhe principal steps which arc of an Immediate 
Obaraoter and whion could ameliorate the possibly dangerous 
Condition nov existing in certain of these systems are briefly 
indicated in paragraph 9 below, and set forth In detail in 
faction HI of Enclosure B. 

6&, The Department of Btate le not eelf •sufficient in 
regard to the production and oorreot use of ite oryp tographio 
systems and relies upon the lory Department and the Ver De- 
partment for certain of its operations in connection with the 

S eduction of aryptographio matorial and for technical advice 
ite correct usage. 

]fc. The space, facilities, and personnel available 
for the preparation and frequent revision, distribution, and 
§&$&&£*£& of its oryptographic systeMS, as well as for the 
Wtahlismtnt and maintenance of cryptographic security on a 



nt and maintenance of cryptographic acourity bn a 
ffdatinuing and effective basis, are not adequate for the 
secret aid confidential communications of the Department of 
Btate. 



. jg. The Department has hot been able to take full 
idUhpge Of the possibilities afforded by the use of crypto- 
graphic machines . Such machines would greatly enhance crypto- 
graphic security and at the same time speed up the communica- 
tion* pf the Department if employed on a wider scale. 
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fg.. She physical security of the State Department Code 
>r appears adequate. Obviously, the Committee did not 
tould not. investigate the physical security of code roosu 



investigate the physical security of code rooms 
M* legations and consulates abroad. However, 

m. l_(fc m M M. . K * i . . T 



|nf ormaUcn tendered the Committee tends to support the belief 
.that in many posts physical security is inadequate. 
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- * »4* ™ Committee eould not investigate the manner 

in which lit eral-text veralons of secret or coaf identic! 
messages are prepared reproduced, distributed, handled, and 
f iledvitfein the. UvUlaai sad gubdivlsicn* of the Department 
ItgfM, nor of those of the largo embassies end legations. 
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LmtM investi gation of the facts In those matters 
Ld disclose §mmt be stated but the findings might hi 
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Id disclose cannot be stated bat the findings might have 
important Influence upon the problem of cryptographic 
atlty of the Department’s Communications as a whole. 



- 4* Vi thin the Department itself a relatively wide 

distribution is mode of the texts of secret and of confidential 
messages, the copies being produced by uncontrolled mimeograph 
process. The copies are not registered nor accounted for by 
lh» register numbers. 
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%. Ho specialised or formal training In cryptography 
or in oryptographio security it given the personnel assigned 
to cryptographic duties either In the Department or In posts 
abroad. 




b. Because of limitations in the ourrent salary 
scale* no careful Initial selection of the personnel assigned 
to cryptographic duties In the eode roosts, both in Washington 
and in stations abroad la poaaibls. Her oaa the services of 
competent personnel bo retained for the length of tine necessary 
for the training and experience of personnel required for the 
preservation of eeourlty of communication. 



m, fcflKMm g» ittccHoftimAtioss . 

$• fho Committee recemsaende s 



jfi. tfhat the principal steps of an immediate remedial 
Character lndioated in Section III of Xnclosure B bo taken 
Vithout delay* 



-b . that provision be nade for the additional space, 
fac ilities, and personnel required for the preparation and 
fear a ’inch more frequent revision, reproduction and distribution 
if the cryptographic systems employed by the Departnent of State, 
the Department should either be made vfcolly self -sufficient in 



this respect, capable of performing all necessary operations 
08 a sufficiently adequate seals to permit of the necessarily 



frequent changes In the materials Involved, or else these 
materials should be provided the Department by some other 
qualified agency, the State Department should make vider use 
Of modern cryptographic machines and should have machines 
designed specifically for Its own usage, these should be 
developed by or for the Department. 



that provision bo made for ’the establishment "of 
1 ffSfdSjtfly large Cryptographic Security Croup, staffed vith 
OdmpSteht oryptanalytio and associated clerical personnel, 
Whose dqties vould be exclusively (l) to oonduot research and 
itua les, oh a continuing and extensive basis, on the orypto- 
B&mie systems used by the Department and especially on the 
thoroughness with vhlch regulations for the proper employment 



Of those systems are observed i (?) to establish and to oonduot 
Special training courses for the proper instruction and in- 



4taq.tr £jn*t4on of the code clerks employed by the Department, 
both at home and abroad. 
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That the Assistant Security Officer of the 
Department be designated ae Cryptographic Security 
Officer of the Department of State | that he be plaeed 
in charge of the Cryptographic Security Group mentioned 
in subparagraph 9cj and that he be given sufficient 
authority Tl) to check all incoming and outgoing messages , 
as veil as all procedures associated therewith, from the 
point of viev of cryptographic security, and (2) to re- 
port violations of cryptographic security to higher 
authority for immediate disciplinary action. 

(2) That at eaoh post abroad a commissioned 
Foreign Service Officer thereat be designated as Crypto - 
graphic Security Officer of the Station, vho vould be 
constantly on the lookout for violations of cryptographic 
as Veil as of physical security and vho vould have 
authority to report such violations through channels to 
the Cryptographic Security Officer of the Department of 
State in Washington. 



£. That the Security Officer of the Department of 
State, upon the recommendations of the Cryptographic Security 
Of f ieexv bake, all necessary measures for the enforcement of 
the regulations for the maintenance of cryptographic security 
in a manner that vill either insure conformity thereto or 
else cause disciplinary action to be taken, including the 
infliotion of severe penalties, for infractions thereof. 



fe 



That the following recommendations of the 19*1 
Committee be executed or carried out to a , greater degree than 
has hitherto been the casei Til(l)(d)j 7b{]S)j Td(l)i 7f(l) and 
(2) | 7s.i 7h(l) and (3). 
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Director of Communications Research 




foberi D, Brown 
Ha Jor, Signal Corps 

OaptAin, Signal Corps 



Arlington Hall Station 
1* January 19** 




Captain, Signal Corps 
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IHCLOSUBE B 

DETAILED REPORT QF COMMITTEE AFPOEiTBP TO KESURVEY 

cryptographic systems employed by the 

ISPARTMRNT OF STATE 



f 

P- 

I 



I. PRELIMIKARY . 

1* tn accordance vith the request of the Beeretary of 
Stat e (let ter to the Secretar y of War, 23 Rovember 19*3), 

.§m Sign al Security Agency has made a resurvey of the crypto* 
g^aphio systems ana methods of classified communication em- 
ploys by the Departmentof State - . 



2* An original committee consisting of Mr. William F. 
Friedman, Director of Oomuunl cations Kesearch, Major Charles 
H. Hlser, and Captain J. 0. Moak, all of the Signal Security 
Agen cy, was appointed by Colonel Cor deman. Chief of the 8SA, 
to obndMt Hie StASfYty* This committee met vith Mr. D. A. 
Salmon and, Mr. P..*, Ooldsberry of the Btate Department 18 
November 19*3. At this meeting it vas decided to appoint a 
Working com mittee to make the actual report and draft any 
necessary recommendations. 
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_ Lt a conference held 30 Xovember 19*3 between Mr. 

.Friedman, Major Brown, and Captain Moak lt vas decided that 
Jfejor Brown, Captain Douglas, and Captain Moak would form 
the working committee. 



~sT 4. The working committee called upon Mr. Salmon 1 Decem- 
ber 19*3 and made a study of all cryptographic systems employed 
by the Department. On December 3 the eenaslttee, with Mr. 
Friedman, called upon Dr. Oeist, Chief of the Division of 
Communications and Records, and made arrangements to study the 
Cryptographic procedures employed within the Department* a oode- 
rdom. The committee worked In the oode room 16 December, and 
again 18 December When It completed Its study. 



^5* The committee wishes to empress Its appreciation to 
Mr. Salmon, Dr. deist, Mr. Ooldsberry, Mr. Meyer, Mr. Lawlor, 
And Mr. Parker and many other members of the Department, all 
Of whom were most helpful to the members of the committee in 
carrying out their assignment. 
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II. yXKPBfOS . 



6a. the basic systems in use by the Department are classi- 
fiable as follows t 



(l) Three high-grade basic systems, tvo Involving 
the use of automatic oip* 



pher machines, and one involving 



the use of a hand-operated cipher device. These are 
employed for SB CHET communt cations and are as follows* 



(*) 

(b) 

(o) 



Cipher Machine HO (U. ft. Army Converter 
M-I34-A) | 

Cipher Machine MCA (U.S. «avy HCX, 

Mark X , Short Title 08? 1127) I 

Strip Ciphers (0.8. Army Cipher Device 
M-138-A). 



rrz- s t ■ j-.m 



(2) One medium-grade basic system using "A*. "B", 
And *C* codes, superenoiphered by mean s of cipher tables. 
These codes are employed for COMFXDKHTXAL cossnunlcatlons. 

(3) One lov-grade basic system using "Brown" 
and "Cray* cod es, unenolphered. These eodes are employed 
for RESTRICTED communications. 
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b. The findings of the committee with regard to eaoh 
stems and the procedures relating to their use are 
in paragraphs 7# 8, 9# and 10 below. 

T&- A* regards the secret or high-grade basic systems > 

(l) The Department produces and distributes key 
lists and tables of daily settings for Cipher Machine MO. 
Operating and keying instructions issued by the Department 
are based upon those prepared by the Army for use with the 
Converter M-13A-A. At present Washington and London are 
Ly holders of this device. It Is use d fo r S1CHKT 
fie between these points. The daily traffic load 
averages about 3000 to 4000 groups per day. A separate 
Sft of rotoys if .^ tiafp^oILigsnoies whose 
communications must pass through the State Department. 

A new set g£ rotors. A® being prepared to replaoe present 
State Department rotors In the near future. The device 



?Ir 



juii&r 



"-■".vm 




1 



REF ID : A67131 

L. 




\ 



is opera ted according to instructions, except that case* 
v«?e observed wherein the operator selected as a nev rotor 
alignment the rotor alignment appearing on the rotors at 
the completion of a previous message or part of a message. 



(2) The Department produces and distributes key 
lists and tables of dally settings for Cipher Machine MCA. 
Operating and keying instructions based up on those pre- 
pared by the Vavy are issued to all holders of the device. 
There are 10 holders of this device and, since all hold 
the same system, vertical and latera l com munication is 
possible. The device is used for 8KJRBT traffic only 
and the trafflo load runs from 7000 to 10,000 groups per 
day. The device la operated in accordance vith instructions, 
•XCspt that bona fide words Instead of random groups of 
letters are selected for the initial alignment, frequently, 
for messages of several parts, the message indicators are 
Selected from complete sentences such as "Mary had a little 
lamb.” These are divided into 5 letter groups and used 
in order | as indicators. The Indicators are enciphered 
IL^d dn hot appear In the message in clear. 



fj) The rotor-assembly tables and key lietsTor 
bpth of the foregoing machine systems are nov produced 
Unissued on a'yeirly basis, that is, while separate 
Cipher keys are provided for each day of the year, the 
entire list of 7o5 keys Is prepared and Issued in a 
,|iufie document'. This practice ie not as safe, from the 
standpoint of physical security, as preparing and issuing 
key lists on a monthly basis. 



M 
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The number of stations equipped vith high- 



- grade cipher machines is relatively small and it Is felt 
that the Department is not taking full advantage of the 
excellent possibilities afforded by the use of suoh 
machines, vhioh could greatly enhance the security and 
epeed of the Department's communications. Moreover, a 
machine designed specifically for Its use would be advisable 
but thus far the Department relies upon the Army and the 
Mavy for such machines • 



cipher systems t 
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As regards Cipher Device M-138-A, the strip- 



(l) The key lists and instructions for use vith 
strip ciphers are produced and distributed by the Depart- 
ment. The mixed sequences for ths alphabet strips ars 
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made up and typed la format by the Department . they are 
then photographed by the levy Department, the actual stripe 
being produced by the Signal Security Agency of the Signal 
dorps, the sane hey list la la alxultaneous use by as 
many as fourteen holders | however, different sets of 
strips are supplied to eaeh Individual holder. Key lists 
are prepared and issued for a IS Months * period and e cu- 
eist of to keys per list, so that keys are used several 
tines, although the strips change Monthly for all ays tens. 



(a) done systems use what le termed a "straight 
board*, that le, the elpher text for one set -up of 50 
letters Is taken tram one column onlyj ether systems use 
what it called a "split board*ln which the first 15 
Cipher letters are taken frost one eolunn and the second 
15 letters arc taken from a different eolunn, while still 
Other systems use channel ellnlnatlon, in which 5 differ- 
ent strips are eliminated fron the board for each neccagc 
or part. The Instructions clearly state that the genera- 
trices will be. pieked at random! however, numerous 
instances were found in both Incoming and outgoing 
messages where no such random selection of generatrices 
had been made, resulting In numerous unnecessary and 
dangerous repetitions or seme generatrices. (Bee attached 
graphs, fab A). 

(5) Vhat has been stated under ft(3) above ae 
regards preparation and issue of keys for the machine- 
Cipher systems Is equally applicable to the strip-cipher 
systems . 

the committee deems the three above-mentioned 
high-grade easic systems to be technically sound. It properly 
used they could yield the requisite degree of security for 
the secret communications of the Department. However, certain 
faulty details In methods and procedures associated with these 
systems, as noted above, should be corrected. 

3. the medium-grade systems i 

_ M ft. Three basic code books are ueed| *A", and 

*0 , published In 1519, 1922, and 1927, respectively. The 
codes arc of two-part construction, composed of code groups 
with only a one-letter difference, the oodet have been In 
effect since shortly after publication. Jr lor to July 1942 
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the codes vwt enciphered by means of dlgraphle table* . Sine* 
that tin* monographic tables composed of XO pages of 20 alpha- 
bets per page have. been. used. 

While instructions for tho us* of the** tables 
require that not More than 32 groups be enoiphered on tho 
same page, numerous instances vere found In Which this figure 
was exceeded. Instruction* require that the cipher indieetors 
be enoiphered only in the lest position of the page. Also, it 
was found that the baslo books in this system contained only 
$0 cipher indicators each, allowing lnsuflolent variants, 

a* She eesmlttee feels that In tier of their long 
usage the baslo nodes (A, B, and C) Must be eonsldared com- 
promised and that the cryptographic system for euperenolpherlng 
messages in those sodas does not yield adequate security for 
a voluminous number of confidential messages. 

$. As regards the lov -grade basic systems, the BgOVS 



and that the Axis t overs have been deriving useful intelli- 
gence from the reading of messages in these codes, the com- 
mittee considers that these eodee are not adequate for use 
in var-time even for reatrloted traffic, 

10. Investigation with respect to general policy and 
procedures revealed the following! 

a. Although the recommendations of the Survey Com- 
mittee of 19ll have been followed to a considerable degree, 
certain important measures recommended by that Committee 
have not as yet been carried out to the degree neeeceary to 
accomplish the desired results, and certain other measures 
have not been instituted at all or to only a partial degree. 
In the latter two categories are the following (see Tab B) » 
par**r»ph» 7£.(1) (<D I 76(5) t 74(1) I 71(1) •ndUji 7*1 7kfl) 



Physical security of the code ream in Washington 
appears adequate. The committee was informed that speolal 
agents of the Department have recently studied the matter and 
made certain recommendations for improvement therein. In this 
tonneotion It should be stated that it le understood that in 
the necessary destruction of obsolete or defective classified 
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material. work sheets, carbon paper, eta., no adequate 
Supervision is exercised by code room personnel to Insure that 
all documents are actually burned and that the burning is east- 
plate, 

0 * the committee could not Investigate the physical 
eecurity or code rooms in the field but a State Department 
representative stated that his investigations in 19*1 In South 
America revealed that physical security conditions there vere 
generally lax. Other Information available to the committee 
indicates that In many posts physical security Is inadequate. 

£. As regards the selection, investigation, quail* 
float Ions, and training pf personnel, the committee mi in- 
formed that no definite standards have been set and followed 
by the Department in selecting personnel for the code room and 
that salaries and ratings are In seme instances too low to 
attract capable and trustvorthy personnel. It vai noted that 
the Chief of the Division Is making efforts to Improve this 
situation. As regards cryptographic personnel In foreign 
Stations, there have been Instances vhert selection and assign- 
ment to code duties has not been preceded by careful Investi- 
gation as to loyalty and integrity. 

j>. The committee noted that the eecurity classifi- 
cation of the plain-text versions of messages did not appear 
conspicuously on the pages of these messages, although a 
stamped warning that the message must be paraphrased if passed 
on to a non-governmental agency appears an the message. A 
symbol indicating the basic system In which the message was 
enciphered appears on the plain-text version, this le a faulty 
practice. 



£. literal plain-text versions of classified and 
unregistered messages are reproduced by uncontrolled mimeo- 
graphing and are given a fairly wide distribution within the 
Department, These copies are supposed to be returned to the 
DOR bat are not accounted for by register number and the dis- 
position of copies Is not controlled. 

£. A study of traffio by the committee and cor- 
roborative statements by the chief code clerk indicate that 
stereotypic beginnings and endings are prevalent. Seme stations 
•how individual initiative by burying the classification and 
address in the body of the message. It was also found that in 
*Rhy instances entire paragraphs of messages, and in seme oases 
almost the entire message, were direct quotations of letters. 
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apceohs* and newspaper articles. Vo evidence vac found that 
these bad boon paraphrased before encipherment, 

h. the cipher tost and litoral plain-text in oil 
but VO and VGA messages appear together on the work ohooto. 
Main and cipher text versions in NO and VGA systems aro 
stapled together, These work ebeeta aro filed and bold far 
a considerable period of tine. Some of thao# work obooto 
Observed bp the eomittee bad bean on file for a pear* 

1I&* The Department of State doee not bare faeilitiee 
or personnel for etudping its traffic vith a view to finding 
weaknesses 
violations 
the oonnlttoe 



in its cryptographic sassages and detecting 
of the rules for preserving cryptographic eeourltp. 
ee riches to caqpbasise a fact vhlek has boon 
discovered bp all eeourltp group* vhloh have bad actual 
praotioal experience in these natters i to^^feg..«gff,t.,,teab- 




graphic systems leave Messages 



, _*3rs not nrmwiv eroloyed _ 

hr soratlnUsa in their actual usage. Only far constant 
knee and continued study of the traffic itself , regard- 
lee* of theoretical conelderatlene of unsolvabillty, can there 
be assurance that the spetssw are not being abused and that 
the messages are not open to solution bp a veil -organised 
enemy eryptanalptlo staff* Vbe Assistant Veeurity Officer 
Of the Deportment* vbe le in charge of the compilation of the 
Department’s cryptographic sps terns does not have the staff 
necessary for such studies as the foregoing* and therefore 
CAnnot check incoming and outgoing messages and all procedures 
associated therewith from the point of view of cryptographic 
security. There do not appear to be any cryptographic security 
Officers in posts abroad vho make a study of the local use of 
codes and olphers to insure security, 

fc. At present the Department doee not have adequate 
training courses or programs for the instruction of Its crypto- 
graphic personnel* For the most part such personnel are 
assigned to duty and learn as best they sen* bp "on-the-job" 
training. Vo formal training is given in security matters. 
Vith a single exception* the personnel of the code room in 
the Department have had no formal training in cryptography* 
cryptanalysis* or cryptographic security* Consequently* only 
the most flagrant violations of cryptographic security are 
recognised by code clerks or their supervisor*,. 

g. Violations noted either In the Deportment or 
In posts abroad have not been followed by disciplinary action 
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t>t a severity sufficient to instill a fear of consequences 
fop future repetition of violations, 

m. iiocaBiaminaia . 

12. Sn order to obtain the maximum in cryptographic 
security for the Bepartment of State * the eoamittce submits 
in paragraph* 1?, 14 end 15 recasmendationa of a epeeifie 
nature for eaoh type of ayatem. Xn paragraph 16 it submits 
recommendations of a general nature, 

13 . Ileeomeendstione regarding machine systems i 

ft. lotor assembly tables and settings should be 
issued on a monthly basis. 

ft. Standard* authorised instructions issued by the 
department should be followed at all times in the selection 
of rotor alignments. 

4, A random choice of internal indicators should 
be made by the operators. 

ft. for stations provided with cipher machines 
•operate key lists should be provided for the handling of 
truffle of all three categories of messages, to expedite the 
handling of COHFIDKHtlAl and S&STSXCTID messages as well as 
ttSOUtt, 

XA t Recommendations regarding atrip systems i 

ft. dll strip systems should be converted to channel 
elimination. It is understood that this is being done as 
expeditiously as possible, 

ft. Specific instructions should be Issued to insure 
(1) that care is taken to use a given generatrix but onee In 
the aame part of messages enciphered in channel elimination 
systems, and (2) that in atrip ayatems not employing channel 
elimination, cipher columns should be selected by the operator 
in such a way as to avoid certain column* being used more 
frequently than others, 

e. Bach holder of a strip system used far vertical 
coatnunioatlon should be provided with a unique key list. 

ft. ley lists should provide a different arrangement 
Of strips for every day, but the present praotloe of changing 
strips every month for eaoh system should be continued. 
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1$* isoommendations regarding o ode -book eyitmi 

4. <he preient eyeteaui using cipher table* for 
iuperondipherlag oode messages 1 b the A* B, end 6 codes 
Should be discontinued end replaced by "one-time pad" systems 
*o far a> practicable. Vhere subtracter tables for general 
intercommunication Must be used* a safe Indicator ays tea Bust 
be employed in connection therewith. 

fe* the A, I, and 0 oodes* If the systems employing 
SUOh eodss are retained* should be replaced by nsv editions, 
the sods book now la preparation by the Department should 
include figure eode groups as vsll as lsttsr code groups* so 
that either numerical one-time pads or lsttsr one -time pads 
could be used for encipherment of SXCSBt and OditlSBJltxfi. 
messages vhere these systems must bs used. 

I. the use of WWW* and &BAY eodss even for KBfifltXQftXD 
traffic should bs discontinued, the Committee feels that in 
war-time all traffic should be transmitted in secure systems. 

16, Heocwaendatlons of a general nature applicable to 
all eysteasi 



&• . the Department Should have a teohnleally competent 
and adequately Staffed erypt ©graphic security group* under the 
Assistant Security Officer, the latter should bs givsn ths 
responsibility for making a continuing study and check of 
Incoming and outgoing messages with rsgards to cryptographic 
security* for reporting violations of cryptographic security 
to high authority for Immediate disciplinary action* and for 
recommending from time to time* as neoessary* changes in the 
Cryptographic systems employed by the Department and In the 
regulations covering the use of these systems. 

Jk« Definite standards In sslsetion of personnel 
should be set up by the Department and that present efforts 
to increase Civil service ratings of personnel In the eode 
room be continued. 

&• Surveys should be made In all foreign stations 
with a view to providing adequate physical security at all 
such stations, lb is further recommended that periodic 
Checks bs mads at all stations to esc that this security is 
maintained. 

d. Cipher key lists should be prepared and Issued 
on a monthly rather than on a yearly basis. 
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All olaiiiflid messages circulated within or 
outside the Deportment should b o con spicuously stamped with 
their ela > sif iCation, i.e., “SSCBDSf *, 1 OWOTim£ s , or 
TKESTHICOT), and that investigator* of the Department study 
tho handling and safeguarding of suoh no* sages. 

ffce practice of indicating by specific synbol on 
the plain-text version cf a sassage cant in cryptographic 
form the system in which the message was oryptographed should 
he discontinued, 

g. Stereotypic beginnings and sndings cf messages 
should bo eliminated. Street quotations from newspaper articles, 
speeches, and letters should Insofar aa practicable be hold 

to a minimum. Zn all enciphered messages where direct quota- 
tions arc necessary, the committee recommends the use of one- 
time pads. 

h, the plain and cryptographic text of a message 
should not be filed together at any time. »o do so violates 
one of the fundamental rules of cryptographic security. Zt is 
recommended that plain and cryptographic text be filed separ- 
ately and that the former be afforded the same protection as 
the original cryptographic system. 

A# the destruction of all classified trash should 
be witnessed by responsible personnel of the code room. Oars 
must bs sxercissd to incurs complete destruction of all such 
material, 

17. Final recommendation! In view of the importance of 
maintaining indefinitely the security of mesaageo handled by 
the Department of State the committee recommends that every 
effort be made by the Department >s code section to attain maxi- 
mum cryptographic security, ft is believed that the ultimate 
Objective of the Department should be to use high-grade cipher 
machines and one-time pads for the transmission of all classi- 
fied messages and to insure that its cryptographic systems are 
properly pployed, It ie felt that the expense involved therein 
should not be considered, *0 fellow the recommendations set 
forth above will require the addition of considerable personnel, 
material, and space but this ic absolutely necessary if the 
security ef Department ef State communications la to be achieved 
and maintained. 
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